Privacy and technology
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Technological developments over the past one hundred years have been astronomical. Science is accelerating forward at a thrilling rate and although such progress is exciting there are consequently many ethical issues involved. Privacy is fast becoming a key issue for today’s technologists and politicians to consider. But what does privacy have to do with technology? And why is it important?

Recently New Scientist published an article entitled Uproar flares over Alzheimer’s tags
. A medical facility for Alzheimer’s patients, in Florida, intends to implant its 200 patients with silicon microchips manufactured and donated by VeriChip. Scanning this chip, which is injected into the inner arm, reveals a unique identification number and gives access to medical information about the person. This is very helpful for doctors. It allows access to important information that could save someone’s life, particularly if they are not able to provide the necessary information themselves, like many Alzheimer’s sufferers. This seems like a good idea, but many protestors consider such tagging to be a violation of human rights. The article explains their opposition to the tags: “Privacy advocates say that it is precisely this helplessness that makes the proposed use of these tags unacceptable” – the patients aren’t able to give their informed consent or refuse. Their disorder makes them unable to understand. But surely this could save their life should they be parted from their family and have an accident? 

More important than the issue that such people cannot consent to or refuse such an implant is the issue of corruption. A product like VeriChip’s silicon microchip implant has been expected to come on to the market for some time now. Dystopian novelists and film producers have been predicting its development for years. Technologies like this, although created with good intentions, unfortunately always have the potential to be misused. It is likely that one day the entire world population will have such a chip in the arm or some sort of barcode on their body – very useful for identification, administrative and medical purposes for example. Under-age teenagers wouldn’t be able to sneak into bars, and criminals wouldn’t be able to escape imprisonment. Perhaps such chips will contain enough information to be used as credit cards, bus passes, USB drives and car keys. We could scan our wrists over a detector on a car door or a store counter. We would never have to worry about losing our keys again. This sounds amazing, very practical and not that difficult. I can see this happening in the not too distant future. But, with any new technology, there is the potential for corruption. Identity theft is already a big problem and a totalitarian government would have too much control over its population. 

Using a microchip implant to stop teenagers buying alcohol is a good idea, but a person in a witness protection program would rightly want to avoid identification. We also need to think about whether we trust the morality of the scientists and doctors who would inject these chips, and the governments who would organise this.

By extrapolating the developments of VeriChip into the future we can see that a lot of exciting technology could emerge, but there are some dangerous issues society would have to face, too. More then anything these chips pose a threat to each person’s individual right not to be identified. Anyone could possess a scanner. Large computers could detect the chip in your arm as you walk down the street. Database systems could find you anywhere in the country, within minutes. The chip could become a marketing device, a tracker… basically, completely invade people’s privacy.  An individual can become accustomed to anything – being blind, living in squalor or having no privacy and sense of anonymity in the world. That doesn’t mean that any of these situations are good, but merely that they can become accepted. But we shouldn’t accept anything that infringes our rights as human beings. Privacy is very important as a human right and, as technology develops, we need to take this into account. Modern society must do all it can to prevent a futuristic society, such as the dystopias of Andrew Niccol’s GATTACA and George Orwell’s 1984, developing; societies where officials use technology to control people’s lives, restrict their freedom and invade their private worlds. This is where I can see such technology going. Technology is wonderful and has a bright future, but it does pose a threat to privacy. The future needs privacy. 
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